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Risk Control Services

Must Acknowledge the Possibility
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Schools must have a pro-active attitude 
toward the possibility of incidents, 

allegations, or losses and be diligent in the 
prevention and removal of any opportunity 

for violence to occur.

School 
violence will 

never happen 
here.
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No School is Immune to Potential School Violence

3Data Map For SHOOTING INCIDENTS AT K-12 SCHOOLS (Jan 1970-Jun 2022) -
CHDS School Shooting Safety Compendium

https://www.chds.us/ssdb/data-map/
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School Shootings Continue to Rise 

4Report on Indicators of School Crime and Safety: 2021 (ed.gov)

https://nces.ed.gov/pubs2022/2022092.pdf
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Jan. 23, 2018 – Rural Western KY
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What is a Threat Assessment?
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Threat Assessment
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 The primary purpose of a threat assessment is to prevent targeted 
violence. The threat assessment process is centered upon an analysis 
of the facts and evidence of behavior in a given situation.

A threat assessment focuses on actions, communications, and specific 
circumstances that might suggest that an individual is engaged in 
planning or preparing for a potentially violent event.

 Threat Assessment is the BEST Practice for preventing targeted school 
violence. – U.S. Secret Service (USSS)
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Why Threat Assessments? 
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 Threat Assessment involves asking: Is this student on a pathway 
towards violence?

Using a multi-disciplinary threat assessment team is effective for 
gathering and evaluating information and intervening if necessary.

 Threat assessments are not an adversarial process. Engagement with 
a person of concern can be critical to preventing violence or harm.
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Why Threat Assessments? 
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PREVENTION OF TARGETED SCHOOL VIOLENCE
− Incidents of targeted school violence are rarely sudden, impulsive acts. 
− Prior to most incidents, others knew about the attacker’s idea or plan.
− Most attackers engaged in some behavior, prior to the incident, that caused 

concern or indicated a need for help. 

Pathway to 

Violence
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Threat Assessments in Schools
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 1999 – Safe School Initiative implemented through partnership of 
USSS & USDOE

 2001 – The Comprehensive School Threat Assessment Guidelines 
(CSTAG) - University of Virginia – Dewey Cornell, Ph.D.

 2004 – USSS & USDOE release Threat Assessment in Schools: A 
Guide to Managing Threatening Situations and to Creating Safe School 
Climates.

 2018 – USSS released guide – Enhancing School Safety Using A 
Threat Assessment Model.
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Secret Service Analysis of Targeted School Violence
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Analysis – study of 41 incidents of targeted school 
violence in K-12 from 2008 – 2017.

Violent events end quickly.
 Law enforcement rarely had the opportunity to 

intervene before serious harm was caused to 
students and staff.

Many of the schools had implemented physical 
security measures
− Cameras, Lockdown Procedures, SROs, etc.

PREVENTION is key!

Protecting_Americas_Schools.pdf (secretservice.gov)

https://www.secretservice.gov/sites/default/files/2020-04/Protecting_Americas_Schools.pdf
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Secret Service Analysis of Targeted School Violence
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Key Findings: 
1. There is no profile of a student attacker, nor is there a profile for the type of 

school that has been targeted. 
− Rather than focusing on a set of traits or characteristics, a threat assessment process should 

focus on gathering relevant information about a student’s behaviors, situational factors, and 
circumstances to assess the risk of violence or other harmful outcomes.

2. Attackers usually had multiple motives, most common a grievance with 
classmates.

3. Most attackers used firearms, most often these were acquired from the home. 
4. Most attackers had experienced psychological, behavioral, or developmental 

symptoms. 
5. Half of attackers had interest in violent topics.

Protecting_Americas_Schools.pdf (secretservice.gov)

https://www.secretservice.gov/sites/default/files/2020-04/Protecting_Americas_Schools.pdf
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Secret Service Analysis of Targeted School Violence
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Key Findings:
6. All attackers experienced social stressors (relationships with peers and/or 

romantic partners).
7. Nearly every attacker experienced negative home life factors.
8. Most attackers were victims of bullying – which was often observed by others.
9. Most attackers had a history of school disciplinary actions.

− Many had prior contact with law enforcement.
10.All attackers exhibited concerning behaviors.

− Most elicited concern from others.
− Most communicated their intent to attack.

Protecting_Americas_Schools.pdf (secretservice.gov)

https://www.secretservice.gov/sites/default/files/2020-04/Protecting_Americas_Schools.pdf


Risk Control Services

Secret Service Analysis of Targeted School Violence
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Mental Health: 
− According to national prevalence rates – nearly 20% of children are diagnosed 

with at least one mental health disorder. 
− In this study – 40% of attackers had a documented mental health diagnosis prior 

to the attack. 
• Not a trait, but potentially a contributing factor.

− In this study – 91% exhibited symptoms in at least one of these categories:

Protecting_Americas_Schools.pdf (secretservice.gov)

https://www.secretservice.gov/sites/default/files/2020-04/Protecting_Americas_Schools.pdf
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Secret Service Analysis of Targeted School Violence
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Observable mental health symptoms displayed by attackers prior to 
their attacks. 

Protecting_Americas_Schools.pdf (secretservice.gov)

https://www.secretservice.gov/sites/default/files/2020-04/Protecting_Americas_Schools.pdf
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Secret Service Analysis of Targeted School Violence
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All but 2 occurred in public schools (95%)
Only 7 (17%) had reporting tools or protocols

Protecting_Americas_Schools.pdf (secretservice.gov)

https://www.secretservice.gov/sites/default/files/2020-04/Protecting_Americas_Schools.pdf
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Secret Service Analysis of Targeted School Violence

17

Motives:

Protecting_Americas_Schools.pdf (secretservice.gov)

https://www.secretservice.gov/sites/default/files/2020-04/Protecting_Americas_Schools.pdf
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Secret Service Analysis of Targeted School Violence

18Protecting_Americas_Schools.pdf (secretservice.gov)

Only 4 attackers (out of 41) in this study were referred to their school’s 
threat assessment team prior to attack.  

It is critical that student 
threat assessments be
multidisciplinary and 
focused on providing 

robust interventions to 
students assessed as 
posing any level of risk 
to themselves or others.

https://www.secretservice.gov/sites/default/files/2020-04/Protecting_Americas_Schools.pdf
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Secret Service Analysis of Plots Against Schools
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Analysis – 67 disrupted plots against 
K12 from 2006-2018.

Report confirms what the U.S. Secret 
Service National Threat Assessment 
Center’s (NTAC) research has found on 
school attacks, specifically that Students 
display a variety of OBSERVABLE 
concerning behaviors as they escalate 
toward violence. 

USSS Averting Targeted School Violence.2021.03.pdf 
(secretservice.gov)

https://www.secretservice.gov/sites/default/files/reports/2021-03/USSS%20Averting%20Targeted%20School%20Violence.2021.03.pdf
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Secret Service Analysis of Plots Against Schools
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Key Findings:

1. School Violence is PREVENTABLE when communities identify warning signs 
and intervene.

2. Schools should seek to intervene before behavior warrants legal consequences
• Identify and intervene with students in destress before their behavior escalates to 

criminal actions.

3. Most students motivated to plan a school attack due to grievance with 
classmates.

4. Students are best positioned to identify and report concerning behaviors 
displayed by their classmates.

5. Parents/families are crucial in recognizing concerning behaviors.
• 8 plots were reported by families.

USSS Averting Targeted School Violence.2021.03.pdf 
(secretservice.gov)

https://www.secretservice.gov/sites/default/files/reports/2021-03/USSS%20Averting%20Targeted%20School%20Violence.2021.03.pdf
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Secret Service Analysis of Plots Against Schools
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Key Findings: 

6. SROs play an important role in school violence prevention.
• 1/3 of cases, the SRO played a role in either reporting or responding to a report.

7. Removing a student does not eliminate the risk they might pose.
• 5 plotters were recent former students (expelled/stopped attending/graduated) who did not 

receive adequate support. 
8. Many school attack plots were associated with certain dates – particularly the 

month of April.
• Columbine (April 4)

9. Many student plotters had unimpeded access to firearms.
10.Students displaying an interest in violence or hate-filled topics may need 

immediate assessment.
• Interest in prior school attacks, Hitler, Nazism, white supremacy, etc. 

USSS Averting Targeted School Violence.2021.03.pdf 
(secretservice.gov)

https://www.secretservice.gov/sites/default/files/reports/2021-03/USSS%20Averting%20Targeted%20School%20Violence.2021.03.pdf
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State Legislation
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28 states have passed Threat Assessment 
Legislation

However, requirements vary:
− Some are limited to developing a "Safety Plan", 
− Evaluation/Investigation of possible threats,
− Develop a "Safety Team"
− Threat Assessments are required – but no 

specifics/measurements
− Often vague on actual requirements!



Threat Assessment Models
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USSS Threat Assessment Model

24Enhancing School Safety Using a Threat Assessment Model (cisa.gov)

https://www.cisa.gov/sites/default/files/publications/18_0711_USSS_NTAC-Enhancing-School-Safety-Guide.pdf
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Threat Assessment in Virginia Public Schools

25threat-assessment-model-policies-procedures-and-guidelinespdf.pdf 
(virginia.gov)

Virginia Department of Criminal Justice Services

https://www.dcjs.virginia.gov/sites/dcjs.virginia.gov/files/publications/law-enforcement/threat-assessment-model-policies-procedures-and-guidelinespdf.pdf
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Colorado School Safety Resource Center

26TAResourceGuide2021.pdf (state.co.us)

https://cdpsdocs.state.co.us/safeschools/Resources/CSSRC_Resource_Guides/TAResourceGuide2021.pdf
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Threat Assessment Models
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 Today, we’ll just use one as an example:
− Comprehensive School Threat Assessment 

Guidelines (CSTAG)

− Developed by Professor Dewey Cornell –
University of Virginia

− Previously known as The Virginia Model
− The CSTAG has a detailed, 145-page manual 

with explicit instructions and decision-tree
− Focus on multi-disciplinary teams and training
− Focus on mental health

https://www.schoolta.com/manual

https://www.schoolta.com/manual
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Developing a Threat Assessment Team
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• Counselor/School Psychologist
• Instructors
• School Administration
• SRO/Law Enforcement

Must be a Multi-Disciplinary team.

• Receive specific threat assessment training
• Have access to legal counsel and mental health and support resources
• Provide guidance to staff and students on recognizing threatening behaviors
• Identify reporting protocols

The team should:
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Importance of Reporting
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Reporting allows something to be done!  The earlier, the better!
Develop a “See Something, Say Something” culture:

− Ensure reporting protocols are understood by staff & students.
• Tip Line
• Designated personnel at each school location

− Reports can also come from:
• Parents
• Community members
• Social Media

Certain threats will require immediate notification to law enforcement. 
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Comprehensive School Threat Assessment Guidelines 
(CSTAG)

30



Risk Control Services

1 – Evaluate the Threat

31
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1 - Evaluate the Threat 
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Fact-finding and interviews:

− Student who made the 
threat

− Recipient(s) of threat
− Witness(es)
− Friends/Classmates
− Staff & other adults in 

school who know student 
best

− Records review
− Law Enforcement
− Parents
− Online 

information/search

Focus on: 

− Facts of specific case
− Student’s behavior rather 

than the person’s traits.
− Understanding the 

context of behavior.
− Progression of behavior 

over time.

 The Team obtains a detailed 
account of the threat through 
fact-finding and interviews. 

 The Team considers the content 
and key observations.  

 Is there intent to harm someone 
or behavior suggesting intent to 
harm? 

IF YES - Proceed to Step 2

IF NOT

Then there may not be a threat.  It 
could be an expression of anger 

that merits attention.  
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1 - Evaluate the Threat 
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Key Questions to consider during the evaluation step:

− What are the student’s motive(s) and goals?  What brought him/her to the 
attention of others? 

− Have there been any communications suggesting ideas or intent for violence?
− Has the student shown any inappropriate interest in school attacks/attackers, 

weapons, incident of mass violence? 

− Has the student engaged in attack-related behavior? 

− Does the student have the capacity to carry-out an act of targeted violence? 

− Is the student experiencing hopelessness, desperation, and/or despair? 
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1 - Evaluate the Threat 
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Key Questions to consider (continued):

− Does the student have a trusting relationship with at least one responsible adult? 
− Does the student see violence as an acceptable, desirable – or the only – way to 

solve a problem?

− Are the student’s conversations and “story” consistent with their actions? 

− Are other people concerned about the student’s potential for violence? 

− What circumstances might affect the likelihood of an attack? 

Source: U.S. Secret Service and U.S. Dept. of Education, Guide to Managing Threatening Situations and Creating Safe School Climates. 
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2 – Attempt to Resolve the Threat as Transient
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2 – Attempt to Resolve the Threat as Transient
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All available information is used by the Team to consider the credibility and seriousness of 
the threat.  

A threat is considered TRANSIENT if it can be determined that the student had no intent to 
carry out the threat.  

• Is the threat an expression of humor, rhetoric, anger that can be easily resolved so that there is no intent to harm? 
• Does the person retract the threat or offer an explanation and/or apology that indicates no future intent to harm 

anyone? 

Transient threats may require disciplinary or other services/actions. 

If the team is unable to clearly identify the threat as transient, then they must consider the 
threat substantive and move on to step 3. 
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3 - Respond to Substantive Threat
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3 - Respond to Substantive Threat
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• May vary depending on the circumstances of the threat.
• Protective actions typically include:
✓Notifying intended victim and parents
✓Contacting parents of the student who made the threat
✓ Increased monitoring of the student who made the threat

All substantive threat responses require protective action.

• Serious Substantive (threat to hit or fight) – typically resolved at this step 
through normal disciplinary procedures.

• Very Serious Substantive (threat to kill, use of weapons, inflict serious injury)
• Proceed to Step 4

Depending on nature & credibility of the threat, substantive 
threats are further classified as:
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4 – Conduct a Safety Evaluation for a VERY 
Substantive Threat

39
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4 – Conduct a Safety Evaluation for a VERY 
Substantive Threat
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In addition to the protective actions taken in Step 3.

1.Student screened for mental health services or counseling.

• Determining need for mental health services and understanding of conflict/problem 
underlies the threat.

2.Law enforcement investigation of the case.

• Evidence of planning and preparation, determine if a crime has been committed, 
and assess what additional protective actions are needed. 

3.Integrate findings from Mental Health Assessment & Law Enforcement 
Investigation into a Safety Plan.  

• The safety plan determines the conditions under which the student may return to 
school or have a change in placement. 

3 additional actions are taken:
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5 – Implement and Monitor the Safety Plan

41
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5 – Implement and Monitor the Safety Plan
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At step 5, the team implements and monitors the safety plan 
formulated at step 4.

The team maintains contact with the student and makes necessary 
updates to the safety plan.  

The student may need ongoing monitoring and long-term services.



Additional 
Threat Assessment 

Considerations
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Legal Considerations
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 Teams should consult with legal counsel early on, as well as on specific 
cases as needed.  

 The Family Educational Rights & Privacy Act (FERPA) should not be an 
impediment to effective threat assessment. 

 FERPA (like HIPAA) is widely misunderstood and is frequently treated 
as far more restrictive than it actually is. 

 In 2019, the DOE clarified that FERPA affords school officials flexibility 
in order to properly respond to circumstances that have the potential to 
threaten the health or safety of individuals in their school community. 
School Resource Officers, School Law Enforcement Units, and the Family Educational Rights and Privacy Act (FERPA)

https://studentprivacy.ed.gov/sites/default/files/resource_document/file/SRO_FAQs.pdf
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Recordkeeping 

45

Develop and use a threat assessment/response form.
 Teams should document assessments, safety plans, monitoring 

progress and any re-assessments.
Document exact words and actions – include date, time, behaviors, 

witnesses, etc.
Document protective actions taken or offered.
Consult with legal counsel regarding documentation.
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Digital Threat Assessments
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 Can be a vital tool during an active threat 
assessment case.  

 Knowing how and where to look for concerning 
behavior online
− Finding concerning social media posts by a 

student
 Post the Oxford, Michigan school shooting in 

2021, investigators and media focused on 
“leakage”.
− Concerning images, messages, and videos the 

suspect left on various social media platforms. 
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School Management Software
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• Keyword detection
• Blocking known unsafe sites
• Basic classroom management

Most schools are using some type of 
software to keep students safe online. 

• Many vendors also offer services to identify 
vulnerable students.
• Suicidal 
• Violence
• Bullying
• Mental Health

Can also be a valuable tool in early 
threat detection. 
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Steps for Implementing Threat Assessment
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School board adopts policy to 
establish threat assessment teams.

Policy includes threat assessment 
procedures/forms/checklists
Reporting protocols
Recordkeeping protocols

Threat assessment multi-
disciplinary teams established at 
each school.

Teams adequately trained
Team can help promote awareness and reporting
Establish relationships with community resources

District may also choose to 
establish a district level Oversight 
Team.

Facilitate training/table-top exercises
Standardize procedures
Provide resources
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In Summary
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 Formalized Threat Assessment Policy & Procedures in 
place.

 Methods & Training on Identifying & Reporting Potential 
Threats for all staff/students.

 Dedicated channels for reporting and suspicions or 
concerns. 

 Adequately Trained Multi-Disciplinary Threat Assessment 
Team. 

 Formal evaluation, classification, and response process.
 All Threat Assessments are brought to a resolution.
 Adequate documentation protocols.
 Involvement with Legal Counsel (information sharing). 
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Resources/References
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 Enhancing School Safety Using a Threat Assessment Model: An Operational Guide for Preventing 
Targeted School Violence. US Secret Service/Dept. of Homeland Security
− https://www.secretservice.gov/sites/default/files/reports/2020-10/USSS_NTAC_Enhancing_School_Safety_Guide.pdf

 Protecting America’s Schools: A U.S. Secret Service Analysis of Targeted School Violence
− https://www.secretservice.gov/sites/default/files/2020-04/Protecting_Americas_Schools.pdf

 Averting Targeted School Violence: A US Secret Service Analysis of Plots Against Schools – US Secret 
Service/Dept. of Homeland Security
− https://www.secretservice.gov/sites/default/files/reports/2021-03/USSS%20Averting%20Targeted%20School%20Violence.2021.03.pdf

 Threat Assessment in Virginia Public Schools: Model Policies, Procedures, and Guidelines
− VA_Threat_Assessment_Model_Policies_Procedures_Guidelines.pdf

 Overview of the Comprehensive School Threat Assessment Guidelines (CSTAG)
− https://education.virginia.edu/sites/default/files/images/YVP/Comprehensive%20School%20Threat%20Assessment%20Guidelines%20overview%20paper%205-26-20.pdf

 Colorado School Safety Resource Center
− https://cdpsdocs.state.co.us/safeschools/Resources/CSSRC_Resource_Guides/TAResourceGuide2021.pdf

 The National Threat Assessment Center
− https://www.secretservice.gov/protection/ntac

https://www.secretservice.gov/sites/default/files/reports/2020-10/USSS_NTAC_Enhancing_School_Safety_Guide.pdf
https://www.secretservice.gov/sites/default/files/2020-04/Protecting_Americas_Schools.pdf
https://www.secretservice.gov/sites/default/files/reports/2021-03/USSS%20Averting%20Targeted%20School%20Violence.2021.03.pdf
https://rems.ed.gov/docs/repository/VA_Threat_Assessment_Model_Policies_Procedures_Guidelines.pdf
https://education.virginia.edu/sites/default/files/images/YVP/Comprehensive%20School%20Threat%20Assessment%20Guidelines%20overview%20paper%205-26-20.pdf
https://cdpsdocs.state.co.us/safeschools/Resources/CSSRC_Resource_Guides/TAResourceGuide2021.pdf
https://www.secretservice.gov/protection/ntac



